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1 Intr oductionto LIDS

With therapid paceof developmentandopensourcenatureof Linux, programsareoftenevaluatedfor securityvulnerabil-
ities. Betweenthe time the known securityvulnerabilitiesare found, additionalprotectionis availableto provide an extra
layerof security until the systemcanbeupdated.

SinceLinux is anart of the opensourcecommunity securityholesmay be found moreeasilybut canalsobe patchedust
asquickly andeasily But whentheholeis disclosedo the public,andtheadministratoiis unableto patchthehole, it could
potentiallycompromiseyour system.With thetypical Linux systemsa cracler hasabsolutecontrolif superuseaccesss
gained.With theaddedprotectionof LIDS, this andmary otherpotentialproblemscanbereduced.

LIDS providesthe ability to control all accesgo files, processeshinaries,memory raw devices,drives, etc. Oneof the
mainfeaturesof LIDS is protectionfrom the superuseiknowvn on a Linux systemastherootuser

NOTE: LIDS requiresadvancedadministrationskills to manageproperly andthereforeshouldnot be modified by inexperienced
users.

The root userhascontrol over every single aspeciof the system. They canmountand unmountdrives,deleteandcreate
files, remove users accesshe databasegdit the Web page, shutdaevn the systemetc. Soyou canseethe possiblesecurity
hazardhere. If someonemanagedo gain root accessthe entire systemcould be putinto the craclerscontrol. Hereis a
numberof securityenhancementsiDS hasto protectthe systemfrom this threat.

e Everysinglefile canbe protected.Giving eachfile its own setof read,write, or appendulesthateventheroot user
mustobey. For example,if you setyourlog filesto appendnly, noonecouldgoin anddeleteary traceof themseles
onthesystem.You cansetthelogin binaryasread-onlyandit cannot bereplaced Evenif therewasa possibleway
to overwrite thefile LIDS would know it’s not the samefile becausét indexesthefiles by theirinodes,not their file
names.

e Filescanalsobecompletelyhiddenfrom view andonly beaccessibldy specificprograms For example,if youwant
to protectyour ApacheSSL sener key from everyoneincludingroot, you canhidethefile soto every user including
root, it doesnt exist, but atthe sametime it allows Apacheto have full accesdo thefile soit cangettheinformation
it needdrom it.

¢ LIDS canalsoprotectprocessefrom beingkilled by therootuser This couldbeusedto protectyour databassener,
your Websener, your mail sener, etc. from beingtaken off-line by anintruder

e You canhave full controlof the Linux kernel“capabilities”. The currentLinux capabilitiescontrol whata process
canandcant do. Changingthesecapabilitiesgivesyou morecontrol over your system.By settingthe capabilitiesto
your needsyou canpreventall usersfrom rebootingthe system mountingandunmountingdisks,changingnetwork
settings/ dev control,ownershipcontrol,loadingandunloadingof kernelmodulesandmary others.

e Roothastheability to turn LIDS off locally for justthe currentsessioror globally. This canbe configuredsoit can
only bedonelocally, and/orremotely It alsorequiresa password whichis protectedby Ripe MD-160 encryption.

e A built in portscannerllows youto disablepromiscuousnodeandstill detectport scans.

¢ All attemptson the systemareloggedandif ary usertried to breakoneof the LIDS rules,ane-mailis immediately
sentto a predefinece-mailaddress(A cell phoneor a pagercanbe configuredto be alertedwhenthis happenslso
soyou know whensomeonés makinganattempton your system.)

Someminor dravbacksto this increasednethodof securityis it could hinderthe useof certainprogramsy derying them
accesdo neededilesif configuredncorrectly It alsomakesit moredifficult to administerthe systemfrom the consolebut
theincludedGD WebTool includesenhancementhatintegratewill with LIDS.



2 UsingLIDS

LIDS is alwaysrunningon your Lockbox. If you will be doingyour administratiorvia the GD WebTool you canskip this
sectionbut it’s suggestedeadingaryway.

Minimal maintenancés requiredto keepLIDS running. Managemenof LIDS on senersthatareco-locatedvith Guardian
Digital is includedwith your supportcontract.

Youmaysometimeseedto changeheconfiguratioror addnew packagesequiringyouto disableLIDS. TheGD WebTool
will automaticallyenableanddisableLIDS while you administerthe system. For adminstratiorfrom a shell, a program
calledl i dsadmis usedto interfacewith LIDS.

Firstyou haveto disableLIDS. After loggingin asroottype:
Isbin/lidsadm-S -- -LIDS

Thiswill promptyou for your passverd. After enteringyour passverd LIDS is disabledfor the currentsessioryou arein.
This methodwill still applyall theLIDS resourcesettingsandrulesto every otheruseron the systemwhile you administer
the system.Optionally, issuing:

/sbin/lidsadm-S -- -LIDS GLOBAL

will disableLIDS globally. While in thismodeno LIDS ruleswill beappliedto any useror resourcelUsethiswith caution.
Onceyou have LIDS turnedoff you may configureyour capabilities file permissionsresourcepermissionsetc. If you
changedheLIDS configurationwhile LIDS wasturnedoff youwill needto reloadthe configuratiorfile into LIDS. Before
turningLIDS on enterthis:

/sbin/lidsadm-S -- +RELOAD_CONF

This will make sureyou have the latestconfigurationloadedinto LIDS. It is suggestegou run this commandevery time
you make achangeo theLIDS configuration.To turn LIDS protectionbackon afteradministratiorsimply issue:

/sbin/lidsadm-S -- +LIDS
or to enableit globally:
/sbin/lidsadm-S -- +LI DS _G.OBAL

Your systemis now protectedagain by LIDS. Whenenabling,disablingandreloadingthe configurationinformationwith
lidsadmyou will be promptedfor a passverd everytime. Youwill seethefollowing message:

SWTCH

WARNING Only system administrators shoul d enabl e/ di sabl e LIDS. Disabling LIDS can open your Lockbox
to possible attacks. Mke sure you read the LIDS section in your included manual before manual l'y
changing options in LIDS. Incorrect configurations can have drastic effects.

enter password:

At this pointyou canenterin your passverd.

2.1 Usingthe lidsadm Utility

The lidsadmutility is a small programyou will useto administeryour LIDS configuration. It storesall configuration
informationin /etc/1ids/lids. conf. If youareusingthe GD WebTool for administering_IDS you do not needto use
lidsadm.

Somebasiclidsadmoptionsareasfollows:

/'shin/lidsadm-A Add a new entry

/shin/lidsadm-D Delete an entry

/sbin/lidsadm-Z Delete all entries

/'shin/lidsadm-U Update all entries

/shin/lidsadm-L List current entries, requires LIDS to be turned off
/shin/lidsadm-P Creates a new password. It will store the password in Ripe MD>-160 encryption
/'shin/lidsadm-S Switch LIDS on/off and capabilities

/shin/lidsadm-r View current status of LIDS

/'sbin/lidsadm-h Help

Thenext sectionwill containmoredetailedinformationaboutthelidsadmoptions



2.2 Adding an Entry

Usingthisoptionallowsyouto addanew itemto theLIDS config. You have theoptionsto adda singlefile with anattribute,
give afile permissiorto overrideanotheffiles permissionsandchangethe capabilitiesof afile.

|idsadm-A [-s subject] -0 object [-t] -j TARCGET

To protectafile enterthe filenameandpathusingthe-o flag, followed by the attribute, READ, WRITE, IGNORE,DENY,
or APPENDunderthe-j attribute. If your objectis acapabilitysettingyou neecdto usethe-t flagto tell lidsadmit’ saspecial
option. -sis usedto point the objectto a subject.In the caseof capabilitiesyou, arepointing a capabilityto the subjector
giving the subjectthe capability Sameideawith file protections.If you dery accesdo afile but wantthe subjectto useit,
you point to the deniedfile(objec) to thefile to give accesgo(subjec) thentell it whatkind of accesdo giveit -j. Here’s
anexampleof protectingafile:

lidsadm-A -o /path/to/protected file -j DENY
Now to give abinaryfull accesdo thefile thatwasdeniedto everyoneelse:

lidsadm-A -s /path/to/binary \
-0 /path/to/protected_file -j WRITE

We alsowantto give thebinarythe capabilityto chavn, which hasbeendisabledearlierby LIDS:

lidsadm-A -s /path/to/binary \
-t -0 CAP_CHOMW -j INHERIT

Whenchangingafiles capabilitieswve useINHERIT or NO_INHERIT insteadof the READ... APPENDcommandslUsing
INHERIT givesthefile accesso thecapabilitywhile theNO_INHERIT turnsoff thefilesabilitiesto usethegivencapability
In alater sectioncapabilitiesare explainedin moredetail. In the next sessioran exampleof a packagebeingprotecteds
given.

NOTE: Don't forgetto do alidsadm-S—+RELQOAD_CONFafterchangesveremadesothey take effectwhenyoureloadLIDS.

2.3 Deletingan Entry

Deletingan entryis an extremely simpletaskandthereis no needto go into greatdetail. If thereis afile you no longer
wantto be protectedor wish to changeprotectionon, you needto deletethe entryfrom the LIDS config. Simply issuethe
following commando accomplistthis task:

l[idsadm-D [-s file] [-o0 file]

andthefile will beremovedfrom the configuration.You cannow enternew attributesfor thefile, if youlike.

2.4 Deletingand Updating All Entries

Lidsadmgivesyou the ability to deleteandupdateall thefile entriesin your configuration.ssuing:
|idsadm -Z

will deleteevery entryin your LIDS configurationandyou will be startingwith a cleanconfigurationfile. The original
configurationshippedon your box s storedin /usr/bin/lids_default_configindcanbe executedto revert LIDS backto it's
original configuration.

Updatingall the file entriesworks a little differently The configurationfiles arelinked to LIDS by their inode numbey
nottheirfilename.If afile getsdeletedandreplacedaterit may not be protectedoy lids becausef theinodechange By
issuing:

|idsadm-U

lidsadmwill go throughyour configurationand checkevery file makingchangesasnecessaryThis shouldbe ranif you
upgradea packageoo sinceit’s morethanlik ely oneor moreof thefiles will be overwrittenandtheinodewill change.



2.5 Password Creation

LIDS usesa userdefinedpassverd it storesin encryptedform(Ripe MD-160),in /etc/lids/lids. pw. To createa nen
passverd simply type:

|i dsadm -P

It will promptyou twice for your new passverd andthenchangethe passverd. This will obviously only work if LIDS is
turnedoff. Onceyou have donethis every time you needto reloadthe configurationandturn LIDS on or off youwill have
to enteryour passverdin plaintext.

2.6 Viewing LIDS Status

You canuse:
lidsadm -r

to view the currentrunningstatusof LIDS. This canbe usefulfor writing scriptsthatneedto know if LIDS is turnedon or
not.

2.7 Viewingthe CurrentLIDS Configuration

You canusethe:
|'i dsadm - L

option to view a list of all the files and their attributesin the configuration. You musthave LIDS disabledto run this
commandsinceit requiresaccesgo the/ et c/ i ds/ i ds. conf file.



3 Protecting Your Files

The Linux Lockbox comeswith a default configurationfor protectingyour files basedon your configurationoptionsand
installedpackagesif packagesreremoved,oradded.IDS will haveto beupdated Mostof thiscanbeeasilyaccomplished
usingthe GD WebTool application.

If youwishto doadministratiorof LIDS from the consoleyouwill needto usethelidsadmprogram.Usingthecommands
describedn the previous sectionwe will remove, addandupdatefiles on the Lockbox. Beforearny administrationcanbe
doneyou mustfirst turn off LIDS. Turn LIDS off only on your session.Unlessyou areworking in multiple sessionsand
feel safeleaving your systemunprotectedor thetime.

lidsadm-S -- -LIDS

Now with LIDS disabledyou canproceedwith your work.

3.1 An Example: Protecting a FreshlyInstalled Package

For this examplewe addeda packagecalledmy package.rpmmy_package.rprhasa configuratiorfile in / et ¢, a binary
in/ sbi n, alogis kept

/var /1 og/ ny_package. | og andstoresuserdatain / var/1i b/ my_pack

age/ . ny_package. r pmalsorequiressetuidandsetgidaccessWithoutreconfiguring_IDS this applicationwon’t function

properly Hereis whatneedgo be doneto addthis packageto your LIDS configuration.Issuingthe following command
will giveyoualist of thefilesanRPM uses.Thoughit won't tell youif it needsyead,write and/orappendaccesdo them.

rpm-gpl package_name. rpm

Thefirst thing we wantto do now is protectthe configuratiorfile. The configurationfile never needgo be changedy the
programsowe cangive it READ acces®nly. If youwantto make changesn thefuture simply disableLIDS, make your
changesndenableLIDS. Hereis how to protectour configfile for READ only access:

[idsadm-A -o /etc/my_package. conf -j READ

Now thefile is in the LIDS configurationfile andsetasreadonly. We usedthe -A optionto ADD a new object. The-o
objectis thefile my_package.cordndit’s -j attributeis READ. Valid attributesareREAD, WRITE, APPEND,DENY, and
IGNORE.

NOTE: Thesearecasesensitve andthereforemustbewrittenin all uppercaseetters.

We have successfullyprotectedthe configurationfile. Next we will tacklethelog file. Thelog file is simply a file that
maintainsa list of programevents. Thefile never changepreviousinformationandthereforecanbe setto APPENDonly.
Sowe issuea similar commandasthe oneusedfor the configuratiorfile:

[idsadm-A -o /var/log/ny_package.log \
-j APPEND

This commands almostthe sameasabove exceptwe setthelog file to APPEND.Next we wantto protectthe userdata.
We wantto be ableto readandwrite to the userdata,but we don't wantroot to have the ability to view the data,sinceit

could be privateinformation. This is alsoa securemethodof protectingsensitve datafrom anintruder, if they gain root
accessFirstwe haveto dery everybodyaccesdrom theuserdata. Therecouldbeaslight problemif theuserdatadirectory
containsdozensmaybehundredof files. This could be quite cumbersoméyping in eachfile nameinto lidsadm.Well the
lidsadmprogramallows you to protecta directoryandeverythingunderit. Sonow lets protectthedirectory:

[idsadm-A -o /var/lib/ny_package/ -j DENY

Now everyoneis deniedaccesdo thatdirectoryandeverythingin it. In fact,if you getadirectorylistingof /var/1ib the
my_package/ directorywill notevenbevisible. Sonow it' s safe. Too safenow actually You haveto giveyourmy_package
binaryaccesgo thedatafor it to run properly To give thebinary andonly the binary, accesgo the data,we canissuethis
command:

[idsadm-A -s /shin/ny_package binary \
-0 /var/lib/my_package -j | GNORE

Oncethatis issuedt gives/ shi n/ ny_package_bi nary full accesdo everythingin the/var/1i b/ my_package directory
In the exampleabore we -A addeda hew -0 objectbut thistime linkedit to a-s subject.Sonow the userdatais completely
protectedandis not hinderingthe usageof themy_packageapplication.

Finally we needto protectthe binary from being deleted. So we cansimply setit asreadonly. We canusethe same
commandhatwe usedfor the configfile:



[idsadm-A -0 /sbhin/ny_package_binary -j READ

Wheninitially securingthe systemthe entire/ shi n directorywas protected. To add/ shi n/ my_package_bi nary sep-
aratelyyou can do what was doneabove or you can updateall the itemsin the LIDS config. Doing this will add the
/ sbi n/ my_package_bi nary to theconfig

|idsadm-U

We are now left with onelast problem. The my package binarpeedssetuid and setgid permissiongo run properly
By default the setuidand setgidcapabilitiesare disabledby LIDS (more concerningcapabilitieswill be explainedin the
following sections) Usinglidsadmyou canassigncapabilitieso a specificfile. Thelidsadmcommands similar to adding
afile:

[idsadm-A -s /shin/my_package_binary -t \
-0 CAP_SETUID -j INHERI T

lidsadm -A -s /shin/ny_package binary -t \
-0 CAP_SETA@D -j INHERI T

Now the/ shi n/ my_package_bi nary will inheritthesetuidandsetgidcapabilitiesn thekernelgiving it permissiorto use.
The-t flag is usedto tell lidsadmthe objectis special,or notafile in thiscase.

To make certaineverythingin your LIDS configurationis setproperlyissuinga:
l'idsadm -L

will presentyou with alist of all theitemsin the configurationandtheir attributes.You musthave lidsadmturnedoff to use
this option. Now the entirepackagéas done.Reloadthe configinto LIDS andfinally enableLIDS again:

|idsadm-S -- +RELOAD CONF
lidsadm-S -- +LIDS

Now you arereadyto go.

WhenLIDS is initially configuredfor your Lockboxa scriptwascreatedhatcontainsall file attributes. This scriptcanbe
run atary time to resetyou backto the systemdefaults. Additionally you cancreateyour own scriptfile for ary additions
you make. This makesit mucheasierf you make a mistale andhave to startover from scratch. A simplecommandto

launchyour scriptwill putyoubackwhereyouwereinsteadof typing everythingbackin. If youareusingthe GD WebTool

thisis alreadydonefor you. Thescriptcanbe somethingbasic,hereis a samplescriptusingthe exampleaborve:

#!/ bi n/ bash
#
### LIDS configuration - 9/13/00
#
##H## Configuration for ny_package.rpm
#
|idsadm-A -o /etc/my_package. conf -j READ
|'idsadm-A -o /var/log/ny_package.l og -j APPEND
|idsadm-A -o /var/lib/ny_package/ -j DENY
|idsadm-A -s /shin/ny_package_binary \
-0 /var/lib/nmy_package -j |GNORE
|i dsadm - A -0 /sbin/ny_package_binary -j READ
|idsadm -A -s /sbin/ny_package_binary -o CAP_SETU D \
-j INHERIT
|idsadm -A -s /sbin/ny_package_binary -o CAP_SETG D \
-j INHERIT
#

#### End ny_package. rpm configuration

You caneven addthis to your /etc/rc3.d/ (/etc/rc.d/rc3.d/ for RedHatsystemiso the LIDS configurationis freshenedn
every bootup. Justmake sureit’s donebeforethe kernelis sealedlidsadm-1). More informationaboutsealingthe kernel
is explainedin latersections.

If this packagds ever removedyouwill have to deletethe entries.Usingthe scriptmethodabove, deleteout all the entries
thenlidsadm-Z andrun all the scriptsagain. Otherwiseyou canissuea lidsadm-D for eachfile entryyou have. For files
with multiple entries,you only needenterit in once.Lidsadmwill deleteall entriesfor thatfile.



4 Kernel Capabilities

Whenaprocesss createdt is givena setof capabilitiesrom thekernel. Thesecapabilitiestell the processvhatit canand
cannotdo. LIDS givesyou the ability to alterthesecapabilitiesin the kernel. You cansetthe capabilitiesto applyto all
processesr only specificprocessesWe sav how to apply capabilitiesto only specificprocessepreviously in the Adding
an Entry sectionandin theabove example.

Thedefault capabilitiessetthatLIDS usedis definedin the/ et c/ i ds/ i ds.

cap file. Thisfile containsa list of the capabilitiesby name,with a numberanda + or - symbolbeforeit. A + enables
thelisted capabilityfollowing it anda - disablest. Beforeeachcapabilityis a descriptionof whatthe capabilitydoes.We
suggestyou keepthe default capabilities. You canalsofind a list of all the capabilitiesand definitionsat the end of this
sectionandby justtypingl i dsadmor| i dsadm - h. Issuing:

| i dsadm -1

setsall thecapabilitiedistedin the/ et ¢/ | i ds/ | i ds. cap file. By default,in theLockbox,thecommands enterednto the
letc/rc.local file sothekernelis sealedduringbootup. WhenLIDS is disabledthe capabilitiesreturnto their original
settingsandwhenyou enablethe kernelagain they returnto their previous state.

Earlierwe setcapabilitiesto a binary We wereactuallylinking a capabilitya procesghebinarycreates:
[idsadm-A -s /path/to/binary -t -0 CAP_NAME

All processeshowever are protectedirom beingkilled by anyone but the owner of the process.This too canbe avoided
with theabove process.



5 Capability Namesand Descriptions

Hereis alist of all thecapabilitiessupportedy LIDS andwhattheir functionis.
CAP_CHOWN In asystemwith the_POSI X_CHOWN_RESTRI CTED optiondefinedthis overridestherestrictionof changing
file ownershipandgroupownership.

CAP_DAC_OVERRI DE Overrideall DAC accessincluding ACL executeaccessf _POSIX_A
CL is defined.ExcludingDAC accessoveredby CAP_LI NUX_| MMUTABLE.

CAP_DAC_READ_SEARCH Overridesall DAC restrictiongegardingreadandsearcthonfiles anddirectoriesjnclud-
ing ACL restrictionsf _POSI X_ACL is defined.ExcludingDAC accessoveredby
CAP_LI NUX_| MMUTABLE.

CAP_FOWNER Overridesall restrictionsconcerningallowed operationson files, wherethefile ownerID mustbeequal
to theuserlD, exceptwhereCAP_FSE
TI Dis applicable.lt doesnt overrideMAC andDAC restrictions.

CAP_FSETI D oOverridesthefollowing restrictionsthatthe effective userlD shallmatchthefile ownerID whensetting
theS_| SU DandS_I SGA D bits onthatfile; thatthe effective groupID (or oneof the supplementargrouplDs) shall
matchthefile ownerID whensettingtheS_| SG D bit onthatfile; thattheS | SUl DandS_| SG D bits areclearedon
successfuteturnfrom chowvn(2) (notimplemented).

CAP_KI LL oOverridestherestrictionthatthe realor effective userID of a processsendinga signalmustmatchthereal
or effective userlD of the procesgeceving thesignal.

CAP_SETG D

e Allows setgid(2)manipulation
e Allows setgroups(2)

e Allows forgedgidson soclet credentialgpassing.
CAP_SETUI D

¢ Allows set*uid(2)manipulation(includingfsuid).

¢ Allowsforgedpidson soclet credentialgpassing.

CATP_SETPCAP Transferary capabilityin your permittedsetto ary pid, remaove ary capabilityin
your permittedsetfrom ary pid.

CAP_LI NUX_| MMUTABLE Allow modificationof S_I MVUTABLE and
S APPEND file attributes.

CAP_NET_BI ND_SERVI CE Allows bindingto TCP/UDPsocletsbelon 1024.
CAP_NET_BRQOADCAST Allow read/writeof device-specificregisters

CAP_NET_ADM N

¢ Allow broadcastingjstento multicast.

¢ Allow interfaceconfiguration

¢ Allow administratiorof IP firewall, masqueradingndaccounting

o Allow settingdehug optionon soclets

¢ Allow modificationof routingtables

¢ Allow settingarbitraryprocesd procesgroupownershipon soclets
¢ Allow bindingto ary addresdor transparenproxying

e Allow settingTOS (type of service)

¢ Allow settingpromiscuousnode

¢ Allow clearingdriver statistics

¢ Allow multicasting



CAP_NET_RAW

e Allow useof RAW soclets
e Allow useof PACKET soclets

CAP_| PC_LOCK

e Allow locking of sharedmemorysegments

e Allow mlock andmlockall (which doesnt really have arything to do with IPC).

CAP_| PC_OWNER OverridelPC ownershipchecks.
CAP_SYS MODULE Insertandremove kernelmodules.

CAP_SYS_RAW O

e Allowioperniopl and/dev/port access
e Allow/ dev/ memand/ dev/ kmemaccess

e Allow raw block devices(/ dev/ [ sh] d??) access

CAP_SYS CHROOT Allow useof chr oot ()
CAP_SYS PTRACE Allow ptrace() of ary process
CAP_SYS PACCT Allow configurationof processaccounting

CAP_SYS_ADM N

¢ Allow configurationof the secureattentionkey

e Allow administratiorof therandomdevice

¢ Allow device administration(nknod)

e Allow examinationandconfigurationof disk quotas

e Allow configuringthekernels syslog(printk behaior domainname)

¢ Allow settingthe domainname

e Allow settingthehostname

e Allow callingbdf | ush()

e Allow nmount () andunount (), settingup nev smbconnection

e Allow someautofsrootioctls

e Allow nfsservctlAllow VVB6_REQUEST_I RQ

e Allow to read/writepci configon alpha

e Allow irix_prctl onmips(set st acksi ze)

e Allow flushingall cacheon m68k(sys_cachef | ush)

¢ Allow removing semaphores

¢ Usedinsteadof CAP_CHOWN to chown IPC messaggueuessemaphoreandsharememory
e Allow locking/unlockingof sharednemorysegment

¢ Allow turningswapon/off Allow forgedpidson soclet credentialpassing
¢ Allow settingread-aheadndflushingbufferson block devices

¢ Allow settinggeometryin floppy driver

e Allow turningDMA on/off in xd driver

e Allow administratiorof md devices(mostlythe above, but someextraioctls)
¢ Allow tuningtheide driver Allow accesgo thenvramdevice

e Allow administratiorof apm_biosserialandbttv (TV) device
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e Allow manugcturercommandsn isdn CAPI supportdriver

¢ Allow readingnon-standardizeportionsof pci configurationspace

¢ Allow DDI detugioctl on sbpcddriver

¢ Allow settingup serialports

¢ Allow sendingraw gic-117commands

e Allow enabling/disablingaggedjueuingon SCSicontrollersandsendingarbitrarySCSlcommands

e Allow settingencryptionkey onloopbackfile system

CAP_SYS BQOOT Allow useof r eboot ()
CAP_SYS NI CE

o Allow raisingpriority andsettingpriority on other(differentUID) processes

¢ Allow useof FIFO andround-robin(realtime)schedulingon own processeandsettingtheschedulingalgorithmused
by anothermprocess.

CAP_SYS RESOURCE

e Overrideresourcdimits. Setresourcdimits.

e Overridequotalimits.

e Overrideresenedspaceon ext2 file system

e NOTE: ext2 honorsfsuid whencheckingfor resourceoverrides,soyou canoverrideusingfsuid too
e Overridesizerestrictionson IPC messaggueues

e Allow morethan64hzinterruptsfrom thereal-timeclock

e Overridemaxnumberof consoleson consoleallocation

e Overridemaxnumberof keymaps
CAP_SYS TI ME

¢ Allow manipulationof systemclock
e Allow irix_stimeon mips

e Allow settingthereal-timeclock

CAP_SYS TTY CONFI G

e Allow configurationof tty devices

e Allow vhangup() of tty
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