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1 Intr oduction to LIDS

With therapidpaceof developmentandopensourcenatureof Linux, programsareoftenevaluatedfor securityvulnerabil-
ities. Betweenthe time theknown securityvulnerabilitiesarefound,additionalprotectionis availableto provide anextra
layerof security, until thesystemcanbeupdated.

SinceLinux is anart of theopensourcecommunity, securityholesmaybefoundmoreeasilybut canalsobepatchedjust
asquickly andeasily. But whentheholeis disclosedto thepublic,andtheadministratoris unableto patchthehole,it could
potentiallycompromiseyour system.With thetypical Linux systems,a cracker hasabsolutecontrol if superuseraccessis
gained.With theaddedprotectionof LIDS, thisandmany otherpotentialproblemscanbereduced.

LIDS providesthe ability to control all accessto files, processes,binaries,memory, raw devices,drives,etc. Oneof the
mainfeaturesof LIDS is protectionfrom thesuperuser, known ona Linux systemastherootuser.

NOTE: LIDS requiresadvancedadministrationskills to manageproperlyandthereforeshouldnot be modifiedby inexperienced
users.

The root userhascontrol over every singleaspectof the system.They canmountandunmountdrives,deleteandcreate
files, remove users,accessthedatabase,edit theWebpage,shutdown thesystem,etc. Soyou canseethepossiblesecurity
hazardhere. If someonemanagedto gain root access,the entiresystemcouldbe put into the crackerscontrol. Hereis a
numberof securityenhancementsLIDS hasto protectthesystemfrom this threat.

� Every singlefile canbeprotected.Giving eachfile its own setof read,write, or appendrulesthateventheroot user
mustobey. For example,if yousetyour log filesto appendonly, noonecouldgoin anddeleteany traceof themselves
on thesystem.You cansetthelogin binaryasread-onlyandit cannot bereplaced.Evenif therewasa possibleway
to overwritethefile LIDS would know it’s not thesamefile becauseit indexesthefiles by their inodes,not their file
names.

� Filescanalsobecompletelyhiddenfrom view andonly beaccessibleby specificprograms.For example,if youwant
to protectyourApacheSSLserverkey from everyoneincludingroot,youcanhidethefile soto everyuser, including
root, it doesn’t exist, but at thesametime it allows Apacheto have full accessto thefile soit cangettheinformation
it needsfrom it.

� LIDS canalsoprotectprocessesfrom beingkilled by therootuser. Thiscouldbeusedto protectyourdatabaseserver,
yourWebserver, yourmail server, etc. from beingtakenoff-line by anintruder.

� You canhave full control of the Linux kernel“capabilities”. ThecurrentLinux capabilitiescontrol what a process
canandcan’t do. Changingthesecapabilitiesgivesyoumorecontroloveryoursystem.By settingthecapabilitiesto
your needsyou canpreventall usersfrom rebootingthesystem,mountingandunmountingdisks,changingnetwork
settings,/dev control,ownershipcontrol,loadingandunloadingof kernelmodules,andmany others.

� Roothastheability to turn LIDS off locally for just thecurrentsessionor globally. This canbeconfiguredsoit can
only bedonelocally, and/orremotely. It alsorequiresa passwordwhich is protectedby RipeMD-160encryption.

� A built in port scannerallows you to disablepromiscuousmodeandstill detectport scans.

� All attemptson thesystemareloggedandif any usertried to breakoneof theLIDS rules,ane-mail is immediately
sentto a predefinede-mailaddress.(A cell phoneor a pagercanbeconfiguredto bealertedwhenthis happensalso
soyou know whensomeoneis makinganattemptonyoursystem.)

Someminor drawbacksto this increasedmethodof securityis it couldhindertheuseof certainprogramsby denying them
accessto neededfiles if configuredincorrectly. It alsomakesit moredifficult to administerthesystemfrom theconsolebut
theincludedGD WebTool includesenhancementsthatintegratewill with LIDS.



2 UsingLIDS

LIDS is alwaysrunningon your Lockbox. If you will bedoingyour administrationvia theGD WebTool you canskip this
section,but it’s suggestedreadinganyway.

Minimal maintenanceis requiredto keepLIDS running.Managementof LIDS onserversthatareco-locatedwith Guardian
Digital is includedwith yoursupportcontract.

Youmaysometimesneedto changetheconfigurationor addnew packagesrequiringyouto disableLIDS. TheGD WebTool
will automaticallyenableanddisableLIDS while you administerthe system.For adminstrationfrom a shell, a program
calledlidsadm is usedto interfacewith LIDS.

First youhave to disableLIDS. After loggingin asroot type:

/sbin/lidsadm -S -- -LIDS

This will promptyou for your password. After enteringyour password LIDS is disabledfor thecurrentsessionyou arein.
Thismethodwill still applyall theLIDS resourcesettingsandrulesto everyotheruseron thesystemwhile youadminister
thesystem.Optionally, issuing:

/sbin/lidsadm -S -- -LIDS_GLOBAL

will disableLIDS globally. While in thismodenoLIDS ruleswill beappliedto any useror resource.Usethiswith caution.
Onceyou have LIDS turnedoff you may configureyour capabilities,file permissions,resourcepermissions,etc. If you
changedtheLIDS configurationwhile LIDS wasturnedoff youwill needto reloadtheconfigurationfile into LIDS. Before
turningLIDS onenterthis:

/sbin/lidsadm -S -- +RELOAD_CONF

This will make sureyou have the latestconfigurationloadedinto LIDS. It is suggestedyou run this commandevery time
youmake a changeto theLIDS configuration.To turnLIDS protectionbackonafteradministrationsimply issue:

/sbin/lidsadm -S -- +LIDS

or to enableit globally:

/sbin/lidsadm -S -- +LIDS_GLOBAL

Your systemis now protectedagain by LIDS. Whenenabling,disablingandreloadingtheconfigurationinformationwith
lidsadmyouwill bepromptedfor a passwordevery time. You will seethefollowing message:

SWITCH

WARNING: Only system administrators should enable/disable LIDS. Disabling LIDS can open your Lockbox
to possible attacks. Make sure you read the LIDS section in your included manual before manually
changing options in LIDS. Incorrect configurations can have drastic effects.

enter password:

At this point youcanenterin yourpassword.

2.1 Using the lidsadm Utility

The lidsadmutility is a small programyou will useto administeryour LIDS configuration. It storesall configuration
informationin /etc/lids/lids.conf. If you areusingtheGD WebTool for administeringLIDS you do not needto use
lidsadm.

Somebasiclidsadmoptionsareasfollows:

/sbin/lidsadm -A Add a new entry

/sbin/lidsadm -D Delete an entry

/sbin/lidsadm -Z Delete all entries

/sbin/lidsadm -U Update all entries

/sbin/lidsadm -L List current entries, requires LIDS to be turned off

/sbin/lidsadm -P Creates a new password. It will store the password in Ripe MD-160 encryption

/sbin/lidsadm -S Switch LIDS on/off and capabilities

/sbin/lidsadm -r View current status of LIDS

/sbin/lidsadm -h Help

Thenext sectionwill containmoredetailedinformationaboutthelidsadmoptions
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2.2 Adding an Entry

Usingthisoptionallowsyouto addanew itemto theLIDS config.Youhavetheoptionsto addasinglefile with anattribute,
give afile permissionto overrideanotherfilespermissions,andchangethecapabilitiesof a file.

lidsadm -A [-s subject] -o object [-t] -j TARGET

To protecta file enterthefilenameandpathusingthe-o flag, followedby theattribute,READ, WRITE, IGNORE,DENY,
or APPENDunderthe-j attribute. If yourobjectis acapabilitysettingyouneedto usethe-t flagto tell lidsadmit’saspecial
option. -s is usedto point theobjectto a subject.In thecaseof capabilitiesyou, arepointinga capabilityto thesubjector
giving thesubjectthecapability. Sameideawith file protections.If you deny accessto a file but wantthesubjectto useit,
you point to thedeniedfile(object) to thefile to give accessto(subject) thentell it whatkind of accessto give it -j. Here’s
anexampleof protectingafile:

lidsadm -A -o /path/to/protected_file -j DENY

Now to givea binaryfull accessto thefile thatwasdeniedto everyoneelse:

lidsadm -A -s /path/to/binary \
-o /path/to/protected_file -j WRITE

We alsowantto give thebinarythecapabilityto chown, whichhasbeendisabledearlierby LIDS:

lidsadm -A -s /path/to/binary \
-t -o CAP_CHOWN -j INHERIT

Whenchanginga files capabilitieswe useINHERIT or NO_INHERIT insteadof theREAD...APPENDcommands.Using
INHERIT givesthefile accessto thecapabilitywhile theNO_INHERITturnsoff thefilesabilitiestousethegivencapability.
In a latersectioncapabilitiesareexplainedin moredetail. In thenext sessionanexampleof a packagebeingprotectedis
given.

NOTE: Don’t forgetto do a lidsadm-S– +RELOAD_CONFafterchangesweremadesothey take effectwhenyou reloadLIDS.

2.3 Deletingan Entry

Deletingan entry is an extremelysimpletaskandthereis no needto go into greatdetail. If thereis a file you no longer
wantto beprotectedor wish to changeprotectionon,you needto deletetheentryfrom theLIDS config. Simply issuethe
following commandto accomplishthis task:

lidsadm -D [-s file] [-o file]

andthefile will beremovedfrom theconfiguration.You cannow enternew attributesfor thefile, if you like.

2.4 Deletingand Updating All Entries

Lidsadmgivesyou theability to deleteandupdateall thefile entriesin yourconfiguration.Issuing:

lidsadm -Z

will deleteevery entry in your LIDS configurationandyou will be startingwith a cleanconfigurationfile. The original
configurationshippedon your box is storedin /usr/bin/lids_default_config/andcanbeexecutedto revert LIDS backto it’s
original configuration.

Updatingall the file entriesworks a little differently. The configurationfiles are linked to LIDS by their inodenumber,
not their filename.If a file getsdeletedandreplacedlater it maynot beprotectedby lids becauseof theinodechange.By
issuing:

lidsadm -U

lidsadmwill go throughyour configurationandcheckevery file makingchangesasnecessary. This shouldbe ran if you
upgradeapackagetoosinceit’smorethanlikely oneor moreof thefileswill beoverwrittenandtheinodewill change.
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2.5 Password Creation

LIDS usesa userdefinedpassword it storesin encryptedform(RipeMD-160), in /etc/lids/lids.pw. To createa new
passwordsimply type:

lidsadm -P

It will promptyou twice for your new password andthenchangethepassword. This will obviously only work if LIDS is
turnedoff. Onceyou have donethis every time you needto reloadtheconfigurationandturn LIDS on or off you will have
to enteryourpassword in plaintext.

2.6 Viewing LIDS Status

Youcanuse:

lidsadm -r

to view thecurrentrunningstatusof LIDS. This canbeusefulfor writing scriptsthatneedto know if LIDS is turnedon or
not.

2.7 Viewing the Curr ent LIDS Configuration

Youcanusethe:

lidsadm -L

option to view a list of all the files and their attributesin the configuration. You must have LIDS disabledto run this
commandsinceit requiresaccessto the/etc/lids/lids.conf file.
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3 ProtectingYour Files

TheLinux Lockboxcomeswith a default configurationfor protectingyour files basedon your configurationoptionsand
installedpackages.If packagesareremoved,oraddedLIDS will havetobeupdated.Mostof thiscanbeeasilyaccomplished
usingtheGD WebTool application.

If youwish to doadministrationof LIDS from theconsoleyouwill needto usethelidsadmprogram.Usingthecommands
describedin theprevioussectionwe will remove, addandupdatefiles on theLockbox. Beforeany administrationcanbe
doneyou mustfirst turn off LIDS. Turn LIDS off only on your session.Unlessyou areworking in multiple sessionsand
feel safeleaving yoursystemunprotectedfor thetime.

lidsadm -S -- -LIDS

Now with LIDS disabledyoucanproceedwith yourwork.

3.1 An Example: Protectinga FreshlyInstalled Package

For this examplewe addeda packagecalledmy_package.rpm.my_package.rpmhasa configurationfile in /etc, a binary
in /sbin, a log is kept
/var/log/my_package.log andstoresuserdatain /var/lib/my_pack
age/. my_package.rpm alsorequiressetuidandsetgidaccess.WithoutreconfiguringLIDS thisapplicationwon’t function
properly. Hereis whatneedsto bedoneto addthis packageto your LIDS configuration.Issuingthe following command
will giveyoua list of thefilesanRPMuses.Thoughit won’t tell you if it needs,read,write and/orappendaccessto them.

rpm -qpl package_name.rpm

Thefirst thing we wantto do now is protecttheconfigurationfile. Theconfigurationfile never needsto bechangedby the
programsowe cangive it READ accessonly. If you want to make changesin thefuturesimply disableLIDS, make your
changesandenableLIDS. Hereis how to protectour configfile for READ only access:

lidsadm -A -o /etc/my_package.conf -j READ

Now the file is in the LIDS configurationfile andsetasreadonly. We usedthe -A option to ADD a new object. The -o
objectis thefile my_package.confandit’s -j attributeis READ. Valid attributesareREAD, WRITE, APPEND,DENY, and
IGNORE.

NOTE: Thesearecasesensitiveandthereforemustbewritten in all uppercaseletters.

We have successfullyprotectedthe configurationfile. Next we will tackle the log file. The log file is simply a file that
maintainsa list of programevents.Thefile never changespreviousinformationandthereforecanbesetto APPENDonly.
Sowe issuea similar commandastheoneusedfor theconfigurationfile:

lidsadm -A -o /var/log/my_package.log \
-j APPEND

This commandis almostthesameasabove exceptwe setthe log file to APPEND.Next we want to protecttheuserdata.
We want to beableto readandwrite to theuserdata,but we don’t want root to have theability to view thedata,sinceit
couldbeprivateinformation. This is alsoa securemethodof protectingsensitive datafrom an intruder, if they gain root
access.Firstwehaveto deny everybodyaccessfrom theuserdata.Therecouldbeaslightproblemif theuserdatadirectory
containsdozens,maybehundredsof files. This couldbequitecumbersometyping in eachfile nameinto lidsadm.Well the
lidsadmprogramallows you to protecta directoryandeverythingunderit. Sonow letsprotectthedirectory:

lidsadm -A -o /var/lib/my_package/ -j DENY

Now everyoneis deniedaccessto thatdirectoryandeverythingin it. In fact,if yougetadirectorylisting of /var/lib the
my_package/ directorywill notevenbevisible. Sonow it’ssafe.Toosafenow actually. Youhaveto giveyourmy_package
binaryaccessto thedatafor it to run properly. To give thebinary, andonly thebinary, accessto thedata,we canissuethis
command:

lidsadm -A -s /sbin/my_package_binary \
-o /var/lib/my_package -j IGNORE

Oncethatis issuedit gives/sbin/my_package_binary full accessto everythingin the/var/lib/my_package directory.
In theexampleabove we -A addedanew -o objectbut this time linkedit to a -ssubject.Sonow theuserdatais completely
protectedandis nothinderingtheusageof themy_packageapplication.

Finally we needto protectthe binary from beingdeleted. So we cansimply set it as readonly. We canusethe same
commandthatweusedfor theconfigfile:
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lidsadm -A -o /sbin/my_package_binary -j READ

When initially securingthe systemthe entire/sbin directorywasprotected. To add/sbin/my_package_binary sep-
aratelyyou can do what was doneabove or you can updateall the items in the LIDS config. Doing this will add the
/sbin/my_package_binary to theconfig

lidsadm -U

We are now left with one last problem. The my_package_binaryneedssetuidand setgidpermissionsto run properly.
By default the setuidandsetgidcapabilitiesaredisabledby LIDS (moreconcerningcapabilitieswill be explainedin the
following sections).Usinglidsadmyoucanassigncapabilitiesto aspecificfile. Thelidsadmcommandis similar to adding
afile:

lidsadm -A -s /sbin/my_package_binary -t \
-o CAP_SETUID -j INHERIT

lidsadm -A -s /sbin/my_package_binary -t \
-o CAP_SETGID -j INHERIT

Now the/sbin/my_package_binary will inherit thesetuidandsetgidcapabilitiesin thekernelgiving it permissionto use.
The-t flag is usedto tell lidsadmtheobjectis special,or not afile in this case.

To make certaineverythingin yourLIDS configurationis setproperlyissuinga:

lidsadm -L

will presentyouwith a list of all theitemsin theconfigurationandtheirattributes.Youmusthave lidsadmturnedoff to use
this option.Now theentirepackageis done.Reloadtheconfiginto LIDS andfinally enableLIDS again:

lidsadm -S -- +RELOAD_CONF
lidsadm -S -- +LIDS

Now youarereadyto go.

WhenLIDS is initially configuredfor your Lockboxa scriptwascreatedthatcontainsall file attributes.This scriptcanbe
run at any time to resetyou backto thesystemdefaults.Additionally you cancreateyour own scriptfile for any additions
you make. This makesit mucheasierif you make a mistake andhave to startover from scratch.A simplecommandto
launchyourscriptwill putyoubackwhereyouwereinsteadof typingeverythingbackin. If youareusingtheGD WebTool
this is alreadydonefor you. Thescriptcanbesomethingbasic,hereis asamplescriptusingtheexampleabove:

#!/bin/bash
#
### LIDS configuration - 9/13/00
#
#### Configuration for my_package.rpm
#
lidsadm -A -o /etc/my_package.conf -j READ
lidsadm -A -o /var/log/my_package.log -j APPEND
lidsadm -A -o /var/lib/my_package/ -j DENY
lidsadm -A -s /sbin/my_package_binary \

-o /var/lib/my_package -j IGNORE
lidsadm -A -o /sbin/my_package_binary -j READ
lidsadm -A -s /sbin/my_package_binary -o CAP_SETUID \

-j INHERIT
lidsadm -A -s /sbin/my_package_binary -o CAP_SETGID \

-j INHERIT
#
#### End my_package.rpm configuration

You caneven addthis to your /etc/rc3.d/ (/etc/rc.d/rc3.d/ for RedHatsystems)so the LIDS configurationis freshenedon
every bootup. Justmake sureit’s donebeforethekernelis sealed(lidsadm-I ). More informationaboutsealingthekernel
is explainedin latersections.

If this packageis ever removedyou will have to deletetheentries.Usingthescriptmethodabove,deleteout all theentries
thenlidsadm-Z andrun all thescriptsagain. Otherwiseyou canissuea lidsadm-D for eachfile entryyou have. For files
with multiple entries,youonly needenterit in once.Lidsadmwill deleteall entriesfor thatfile.
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4 Kernel Capabilities

Whenaprocessis createdit is givenasetof capabilitiesfrom thekernel.Thesecapabilitiestell theprocesswhatit canand
cannot do. LIDS givesyou theability to alter thesecapabilitiesin thekernel. You cansetthecapabilitiesto apply to all
processesor only specificprocesses.We saw how to applycapabilitiesto only specificprocessespreviously in theAdding
anEntrysectionandin theabove example.

Thedefault capabilitiessetthatLIDS usedis definedin the/etc/lids/lids.
cap file. This file containsa list of the capabilitiesby name,with a numberanda + or - symbolbeforeit. A + enables
thelistedcapabilityfollowing it anda - disablesit. Beforeeachcapabilityis a descriptionof whatthecapabilitydoes.We
suggestyou keepthe default capabilities.You canalsofind a list of all the capabilitiesanddefinitionsat the endof this
sectionandby just typinglidsadm or lidsadm -h. Issuing:

lidsadm -I

setsall thecapabilitieslistedin the/etc/lids/lids.cap file. By default, in theLockbox,thecommandis enteredinto the
/etc/rc.local file sothekernelis sealedduringbootup. WhenLIDS is disabledthecapabilitiesreturnto their original
settingsandwhenyouenablethekernelagain they returnto their previousstate.

Earlierwesetcapabilitiesto abinary. We wereactuallylinking a capabilityaprocessthebinarycreates:

lidsadm -A -s /path/to/binary -t -o CAP_NAME

All processes,however areprotectedfrom beingkilled by anyonebut the owner of the process.This too canbe avoided
with theabove process.
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5 Capability Namesand Descriptions

Hereis a list of all thecapabilitiessupportedby LIDS andwhattheir functionis.

CAP_CHOWN In asystemwith the_POSIX_CHOWN_RESTRICTED optiondefined,thisoverridestherestrictionof changing
file ownershipandgroupownership.

CAP_DAC_OVERRIDE Overrideall DAC access,includingACL executeaccessif _POSIX_A
CL is defined.ExcludingDAC accesscoveredby CAP_LINUX_IMMUTABLE.

CAP_DAC_READ_SEARCH Overridesall DAC restrictionsregardingreadandsearchonfilesanddirectories,includ-
ing ACL restrictionsif _POSIX_ACL is defined.ExcludingDAC accesscoveredby
CAP_LINUX_IMMUTABLE.

CAP_FOWNER Overridesall restrictionsconcerningallowedoperationson files,wherethefile ownerID mustbeequal
to theuserID, exceptwhereCAP_FSE
TID is applicable.It doesn’t overrideMAC andDAC restrictions.

CAP_FSETID Overridesthefollowing restrictionsthattheeffectiveuserID shallmatchthefile ownerID whensetting
theS_ISUID andS_ISGID bits on thatfile; thattheeffective groupID (or oneof thesupplementarygroupIDs) shall
matchthefile ownerID whensettingtheS_ISGID bit on thatfile; thattheS_ISUID andS_ISGID bits areclearedon
successfulreturnfrom chown(2) (not implemented).

CAP_KILL Overridestherestrictionthat therealor effective userID of a processsendinga signalmustmatchthereal
or effective userID of theprocessreceiving thesignal.

CAP_SETGID

� Allowssetgid(2)manipulation

� Allowssetgroups(2)

� Allows forgedgidsonsocket credentialspassing.

CAP_SETUID

� Allowsset*uid(2)manipulation(includingfsuid).

� Allows forgedpidsonsocket credentialspassing.

CATP_SETPCAP Transferany capabilityin yourpermittedsetto any pid, remove any capabilityin

yourpermittedsetfrom any pid.

CAP_LINUX_IMMUTABLE Allow modificationof S_IMMUTABLE and
S_APPEND file attributes.

CAP_NET_BIND_SERVICE Allowsbindingto TCP/UDPsocketsbelow 1024.

CAP_NET_BROADCAST Allow read/writeof device-specificregisters

CAP_NET_ADMIN

� Allow broadcasting,listento multicast.

� Allow interfaceconfiguration

� Allow administrationof IP firewall, masqueradingandaccounting

� Allow settingdebug optiononsockets

� Allow modificationof routingtables

� Allow settingarbitraryprocess/ processgroupownershiponsockets

� Allow bindingto any addressfor transparentproxying

� Allow settingTOS(typeof service)

� Allow settingpromiscuousmode

� Allow clearingdriver statistics

� Allow multicasting
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CAP_NET_RAW

� Allow useof RAW sockets

� Allow useof PACKET sockets

CAP_IPC_LOCK

� Allow lockingof sharedmemorysegments

� Allow mlockandmlockall (whichdoesn’t reallyhave anything to do with IPC).

CAP_IPC_OWNER OverrideIPCownershipchecks.

CAP_SYS_MODULE Insertandremove kernelmodules.

CAP_SYS_RAWIO

� Allow ioperm/iopl and/dev/port access

� Allow /dev/mem and/dev/kmem access

� Allow raw blockdevices(/dev/[sh]d??) access

CAP_SYS_CHROOT Allow useof chroot()

CAP_SYS_PTRACE Allow ptrace() of any process

CAP_SYS_PACCT Allow configurationof processaccounting

CAP_SYS_ADMIN

� Allow configurationof thesecureattentionkey

� Allow administrationof therandomdevice

� Allow device administration(mknod)

� Allow examinationandconfigurationof disk quotas

� Allow configuringthekernel’s syslog(printk behavior domainname)

� Allow settingthedomainname

� Allow settingthehostname

� Allow callingbdflush()

� Allow mount() andumount(), settingupnew smbconnection

� Allow someautofsroot ioctls

� Allow nfsservctlAllow VM86_REQUEST_IRQ

� Allow to read/writepci configonalpha

� Allow irix_prctl onmips(setstacksize)

� Allow flushingall cacheon m68k(sys_cacheflush)

� Allow removing semaphores

� Usedinsteadof CAP_CHOWN to chown IPC messagequeues,semaphoresandsharememory

� Allow locking/unlockingof sharedmemorysegment

� Allow turningswapon/off Allow forgedpidsonsocket credentialspassing

� Allow settingread-aheadandflushingbuffersonblockdevices

� Allow settinggeometryin floppy driver

� Allow turningDMA on/off in xd driver

� Allow administrationof mddevices(mostlytheabove,but someextra ioctls)

� Allow tuningtheidedriverAllow accessto thenvramdevice

� Allow administrationof apm_bios,serialandbttv (TV) device
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� Allow manufacturercommandsin isdnCAPI supportdriver

� Allow readingnon-standardizedportionsof pci configurationspace

� Allow DDI debug ioctl onsbpcddriver

� Allow settingupserialports

� Allow sendingraw qic-117commands

� Allow enabling/disablingtaggedqueuingonSCSIcontrollersandsendingarbitrarySCSIcommands

� Allow settingencryptionkey on loopbackfile system

CAP_SYS_BOOT Allow useof reboot()

CAP_SYS_NICE

� Allow raisingpriority andsettingpriority onother(differentUID) processes

� Allow useof FIFOandround-robin(realtime)schedulingonown processesandsettingtheschedulingalgorithmused
by anotherprocess.

CAP_SYS_RESOURCE

� Overrideresourcelimits. Setresourcelimits.

� Overridequotalimits.

� Overridereservedspaceonext2 file system

� NOTE: ext2 honorsfsuid whencheckingfor resourceoverrides,soyoucanoverrideusingfsuid too

� Overridesizerestrictionson IPC messagequeues

� Allow morethan64hzinterruptsfrom thereal-timeclock

� Overridemaxnumberof consolesonconsoleallocation

� Overridemaxnumberof keymaps

CAP_SYS_TIME

� Allow manipulationof systemclock

� Allow irix_stimeonmips

� Allow settingthereal-timeclock

CAP_SYS_TTY_CONFIG

� Allow configurationof tty devices

� Allow vhangup() of tty

11


